[bookmark: _k06ig8rrdf1]Online Safety Follow Along Guide

[bookmark: _mqino0kiflki]📱 GOOD vs. BAD APPS CHART
	App Name / Type
	Safe or Risky?
	Why? (What Makes You Think That?)

	Amazon Shopping
	✓ Safe
	Known company, official app store

	Facebook / Messenger
	✓ Safe (with caution)
	Real company, but review privacy settings

	Gmail / Outlook Email
	✓ Safe
	Official email providers

	Your Local Bank App
	✓ Safe
	Downloaded from bank’s verified site

	CVS / Walgreens Pharmacy
	✓ Safe
	Verified business, helps with refills

	Weather Channel App
	✓ Safe
	Official developer, many reviews

	Fast Cleaner Pro
	✗ Risky
	Generic name, promises to “boost speed”

	Movie Unlimited HD Free
	✗ Risky
	“Free movies” often mean pirated or malicious content

	Lucky Cash Rewards
	✗ Risky
	“Earn money fast” scams / adware

	Chat Singles Nearby
	✗ Risky
	Fake dating / catfishing risk

	Live TV Free – No Ads
	✗ Risky
	Unrealistic claims, often data-stealing apps

	System Update Pro
	✗ Risky
	Pretends to be a real update app

	(Write Your Own Example)
	_______
	__________________________________

	(Write Your Own Example)
	_______
	__________________________________



[bookmark: _pyy6lxnb9alt]💡 Teaching Notes
· Look for vague names like “Cleaner,” “Booster,” “Pro,” or “Free HD” — often fake.

· Only download from the App Store or Google Play.

· Check developer name and reviews — real apps have thousands of reviews.

· Avoid apps that ask for too many permissions (camera, contacts, or location).

· If unsure, ask a trusted family member or librarian before installing.

FAKE TEXT A — Bank alert (Phishing)
 From: 898-555-1212
 Message:
 URGENT: Your bank account has been temporarily locked due to suspicious activity. Verify your identity now or your account will be closed: bit.ly/VerifyAcct123
Teacher note: Red flags — urgent language, generic “Your bank,” short/obscure link instead of official site, asking to click and verify immediately. Real banks usually address you by name and don’t use short links asking for verification.

FAKE TEXT B — Delivery scam (Package fee)
 From: ParcelHelp
 Message:
 Delivery Hold: We attempted delivery of a package for you. Pay $12 customs fee to release: pay-here[dot]com/claim. If not paid, package will be returned.
Teacher note: Red flags — unexpected delivery fee request, unknown sender name, odd-looking link, pressure to pay a small amount. If you expect a package, check the carrier’s official app/website or call them — don’t click the link.

FAKE TEXT C — Grandchild in trouble (Impersonation / Emergency)
 From: 413-555-3000
 Message:
 Hi Grandma — I’m in trouble, my phone died and I’m using a friend’s number. I need $800 for car repairs. Can you send $800 by gift card or Zelle asap? I’ll explain later. — Alex
Teacher note: Red flags — unexpected urgent money request, asks for gift cards or unusual payment methods, creates panic. Always call the person back on a known number before sending money.

FAKE TEXT D — Tech support scam (Remote access)
 From: Microsoft Support
 Message:
 Microsoft Alert: Your computer has reported several errors. Call now for immediate assistance and to avoid data loss: 1-800-FAKE-TECH or click here to allow remote fix: tinyurl.com/securefix
Teacher note: Red flags — unsolicited tech support messages, asks you to call or allow remote access. Companies like Microsoft/Apple do not randomly text customers to demand remote access. Never give control of your computer to an unknown person.

[bookmark: _4rpepfpzivcn]🚨 IF YOU GET SCAMMED — WHAT TO DO NEXT
(Don’t panic — take these steps right away!)

[bookmark: _caskovo76dz8]🧭 1. Stop and Breathe
· Do not reply to the scammer.

· Do not click any more links or download attachments.

· Disconnect your device from the internet if a pop-up or alert appeared.


[bookmark: _sdga046glq12]🔐 2. Protect Your Accounts
· Change your passwords for email, banking, and any affected accounts.

· Use a new, strong password (different from before).

· Turn on two-step verification if available.

· Tell your bank or credit card company right away if you entered payment info.


[bookmark: _jjjsqn7epp04]💳 3. Contact the Right People
If you think you lost money or shared personal info:
Banks / Credit Cards:
 Call the customer service number on the back of your card. Tell them it may be fraud.
Report Scams To:
· Federal Trade Commission (FTC): reportfraud.ftc.gov

· AARP Fraud Watch Helpline: 1-877-908-3360

· Your Local Police Department: Non-emergency line

· U.S. Postal Inspection Service (Mail scams): uspis.gov/report

If it was online (email or social media):
· Report the account or message directly on the website (Facebook, Gmail, etc.)


[bookmark: _k6fsq0nks86z]📞 4. Tell Someone You Trust
Don’t be embarrassed — it happens to everyone.
 Let a friend or family member know so they can help you report it safely.

[bookmark: _2au3bq3lidj]👥 Trusted Contact List
Write down people or organizations you can call if something suspicious happens.
	Name
	Phone Number
	Relationship

	__________________________
	__________________________
	_________________

	__________________________
	__________________________
	_________________

	__________________________
	__________________________
	_________________


[bookmark: _qpiapxf839hz]🎥 VIDEO COMPANION WORKSHEET
[bookmark: _vgbj1twoojny]Catfishing: When Someone Pretends to Be Someone Else Online

[bookmark: _f4gt22ya4mft]📺 Videos We’re Watching
1️⃣ Catfish (2010) — Real-life documentary trailer
 🔗 https://www.youtube.com/watch?v=BuE98oeL-e0
2️⃣ What Is Catfishing? — MTV short clip
 🔗 https://www.youtube.com/watch?v=at53zE5zOH4

[bookmark: _o8bvpmx5ijbs]🎞 While You Watch
Write down a few notes or feelings as you watch each video.
 (Don’t worry about spelling or grammar — just what stands out to you!)

[bookmark: _uhdtydcy85a0]🎬 After the Catfish Documentary Trailer
· What feelings did you notice in the man telling his story?

· What small clues made him start to question things?

· Why do you think it’s easy to believe online relationships are real?


[bookmark: _vh9973pd5lw6]📱 After the “What Is Catfishing?” Clip
· What tricks did you notice that catfishers use to fool people?

· What warning signs should you look for when meeting people online?

· If you ever suspect someone isn’t real, what could you do?


[bookmark: _9pg2qfy3bo7q]🧠 Catfish Safety Tips
✅ Never send money or gift cards to someone you only know online.
 ✅ Ask to video chat or voice call before trusting someone.
 ✅ Be cautious of quick emotional talk or dramatic stories.
 ✅ If something feels strange, pause and talk to a trusted friend or family member.

[bookmark: _wla0bku9k5oq]🧩 QUICK REVIEW WORKSHEET
[bookmark: _klmmsa6m92sl]Safe, Scam, or Maybe?
Circle your answer for each situation, then explain why you chose it.
 There are no wrong answers — this is to practice spotting red flags!
	1️⃣ You get a text saying you’ve won a $100 gift card. It asks you to click a link to claim your prize.
	SAFE / SCAM / MAYBE
	__________________________________________

	2️⃣ A Facebook message says, “Hi Grandma, it’s me! I lost my phone — please send me money.”
	SAFE / SCAM / MAYBE
	__________________________________________

	3️⃣ You see an app called “Phone Booster Pro” that says it will clean your phone if you give it permission to access your contacts.
	SAFE / SCAM / MAYBE
	__________________________________________

	4️⃣ You get an email from Amazon saying your package couldn’t be delivered — click to update your address.
	SAFE / SCAM / MAYBE
	__________________________________________

	5️⃣ You receive a reminder from your pharmacy app to refill a prescription.
	SAFE / SCAM / MAYBE
	__________________________________________

	6️⃣ A stranger online says you look nice and asks to start chatting privately on another app.
	SAFE / SCAM / MAYBE
	__________________________________________

	7️⃣ A pop-up on your computer says “Your device is infected! Call this number for Microsoft Support.”
	SAFE / SCAM / MAYBE
	__________________________________________

	8️⃣ Your bank’s official app asks you to verify your identity by logging in with your usual username and password.
	SAFE / SCAM / MAYBE
	__________________________________________

	9️⃣ You get a message from “Netflix Billing” asking you to update payment info by clicking a link.
	SAFE / SCAM / MAYBE
	__________________________________________

	🔟 Your friend sends you a funny video link through Facebook Messenger. You weren’t expecting it.
	SAFE / SCAM / MAYBE
	__________________________________________



[bookmark: _r4wd1i8bny1l]💡 Discussion Prompts (for group review)
· Which one felt trickiest to decide?

· What clues helped you spot a scam?

· What should you do if you’re unsure in real life?
 (Answer: Don’t click anything — stop and ask someone you trust.)


[bookmark: _bnuolwn1ka0w]✅ Reminder:
When in doubt, check it out — never click, pay, or share until you’re sure!



